CSCI 454: Intro to Cyber Security II

Distributed Denial of Service (DDoS). Hash Functions. SHA-3 and Keccak. Network Security. Network attack and
defense. Steganography . Software security I. Software flaws. Malware. Miscellaneous software-based attacks.
Software security Il. Software reverse engineering. Software tamper resistance. Digital rights management.
Software development. Stuxnet and Cyberwarfare. Advanced encryption techniques. Elliptic Curves and Elliptic
Curve Cryptography. Electronic voting. Quantum cryptography.
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